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MOBILE FORENSIC -

Mobile device forensics has become essential in modern digital
Investigations, with smartphones and tablets containing critical evidence
for both criminal and corporate cases. The fundamentals of mobile
forensics, from evidence extraction and analysis to best practice
| considerations. Understanding how to properly collect and analyze mobile

device evidence is crucial for successful forensic examinations.

https://www.forensicfocus.c:om/guides/mobi’le‘—?‘orensics
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The forensic examination of mobile devices can reveal
a wealth of digital evidence crucial to investigations.
Understanding the full scope and potential of this
evidence is essential for conducting thorough
examinations.
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System and
Device Data
Device configuration,

software installations, and
system events create
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Files
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Evidence Collection and Preservation
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Evidence Collection and Preservation
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Evidence Collection and Preservation
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Evidence Collection and Preservation
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Evidence Collection and Preservation
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DATA ACQUISITION

In digital forensics, data acquisition is the critical process of creating an
exact, bit-by-bit copy of digital evidence from electronic devices. The goal
IS to preserve the integrity and authenticity of the original data, ensuring

It remains unaltered for legal admissibility. Specialized tools are used to

prevent any modification to the source, making the forensic image a
reliable duplicate for subsequent analysis and investigation.
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Data acquisition
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Data acquisition

File System
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Data acquisition
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Data acquisition
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AFU & BFU
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InsFiwridofio Ko OPPO su Renol0 5G

yulandu 125 GB

Vendor: OPPO

Marketing Model: OPPO Renol@ 5G
0S: 15
Chipset: MT6877V/TTZA
Model: CPH2531
IMEIS:
I
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|nS . ts UFED ©)

InsAwndofio 8ko OPPO su RenolO 5G

SIM card Mass storage

Mobile device @
UFED camera

Version 10.6.0.377 (O 8:58:58 rrl 21/7/2568
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InsFiwriidofio Ko OPPO su Renol0 5G

OS ACCESS

©
]

OS Access Extraction

1 OPPO CPH2531_DS RENO10 5G
=] USB cable 170 or Original Cable

Please wait, this can take some time...

—
Executing: MIK Live
Please Wait

Rebootir ¢ dewvice

Inseyets UFED 3 ASY - Not Success
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InsAwridafia 8o OPPO su Renol0 5G Ins<#»ts

¥ Inseyets UFED 10.6.0.377

|nS * tS UFED

14 23/7/2025 =

Android > Unlocked

Preparation steps

r
01 Connect Turbo Link to computer. ;
02 Initializing the Turbo Link environment (
. , \
Android
03 Connect device to Turbo Link.
Unlock the device. Turbo Link

WARRANTY |
VOID IF
REMOVED

' e e _

N\
PWR STAT

Target  INFO ACT

Abort




Cellebrite

Samsung Galaxy Tab A7 Ins<erts

Ins . ts UFED 2 Resources 7

% Unlockec

Initializing...

Device status

CPH2531 MT6877V/TTZA

2025-03-01 i Enter Passcode

If you know the passcode, enter it here. This will impact
unlock-attempts on the device

. _

v Available disk space: 197.96 GB free of 475.67 GB

B Progress console

B Notify Me

21/7/2025 9:11 - Attempting to connect to Cellebrite Agent. Waiting up to 4 minutes
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InsAwndofio 8ko OPPO su RenolO 5G Ins<e»ts

I n S(O)tS u UFED 922 21/7/2025 | Resources 7.74.302 =

Android > Unlocked 0

Select an action

Device status Quick view *

Device Model

) CPH2531

0S version Security patch level
15 2025-03-01
Live encryption state

Hot (decrypted)

Extraction path
Access completed

successfully

¥ Available disk space: 197.96 GB free of 475.67 GB

B Progress console

21/7/2025 9:20 - Attempting to connect to Cellebrite Agent. Waiting up to 4 minutes
21/7/2025 9:20 - Cellebrite Agent initialized successfully

21/7/2025 9:21 - User 0 password change timestamp: 2024-01-26 11:55:43
21/7/2025 9:21 - User 0 password type: pin

21/7/2025 9:21 - Device bluetooth name: OPPO Reno10 5G

21/7/2025 9:21 - Found 1 IMEIs/MEIDs: 862211067244012

21/7/2025 9:21 - Users configured on the device: UID 0: Owner, Decrypted.
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InsAwndofio 8ko OPPO su RenolO 5G Ins<e»ts

I n S(‘)ts = UFED 9:31 21/7/2025 Resources 7.74.302

Android > Unlocked

File System Extraction

Device status Quick view ®

Device Model
oppo CPH2531
0S version Security patch level
15 2025-03-01
Live ion stat

e 1.8GB
Hot (decrypted) -
125.47 GB

Extraction path

¥ Available disk space: 241.33 GB free of 475.67 GB
Speed: 21.6 MB/s
B Progress console Time remaining: 01:37:32
21/7/2025 9:21 - Device bluetooth name: OPPO Reno10 5G
21/7/2025 9:21 - Found 1 IMEIs/MEIDs: 862211067244012 _
21/7/2025 9:21 - Users configured on the device: UID 0: Owner, Decrypted.
21/7/2568 9:27 - Extraction 1/1 - Full file system - Started
21/7/2025 9:27 - Performing File System Extraction
21/7/2025 9:27 - Connecting
21/7/2025 9:28 - Performing Full file system




InsAwndofio 8ko OPPO su RenolO 5G

Ins<erts. .

File System Extraction

Device status

CPH2531
15 2025-03-01
Hot (decrypted)
Extraction path

v Available disk space: 248.97 GB free of 475.67 GB

B Progress console

MT6877V/TTZA

« Streamline Status X

Extraction completed successfully and sent to Inseyets

Physical Analyzer.
Please check the case status in Inseyets Physical

Analyzer.

21/7/2025 15:25 - Attempting to connect to Cellebrite Agent. Waiting up to 4 minutes

Resources 7.74.302

4

Extraction completed
successfully

B Notify Me

Cellebrite

Ins<erts




Cellebrite

yuranAdul 125 GB Ins . ts

Extraction

e Inseyets UFED ' » Not Success
e Inseyets UFED-Turbolink » Success

Extraction: Full file system | 2568-07-21 11:38:36

Extraction Type File system
Extraction Method Full file system
Extraction Status Success

Extraction Start Time 2568-07-21 11:38:36
Extraction End Time 2568-07-21 15:25:14

Decryption Keys True

File T Name EXTRACTION_FFS.zip

67384CO0BFFB48590E40DB25BFFDFDFFCEOB8BC637D256F913B1

File 1 SHA256 D45D0579845F0




Cellebrite

InsAwNidofo ko OPPO su Renol0 5G

1

Ins . ts pp File View Tools Cloud Plug-ins Report Help | ® Learning Hub | g

@ Extraction Summary (1) x

9 Dashboard View & Data Details View (B Date Range B Preliminary Device Report B Generate Report

—

Analyzed Data Extraction Name Model name and specific... Extraction Type Extraction Start and End ... Path o Image Hash

File System /' OPPO OPPO Reno10 ... FileSystem 21/7/2568 4:38:36(UT... _

Hash data not available
Application (58925)

Calendar (1738)

Calls (369) O ® Extraction Info

Contacts (6149)

Finance & Purchase (2) Extraction Name: File System

Media (324719) Device Type: Google Android Generic

Networks & Connections (170164) Method Type: FileSystem

Search & Web (9495) Extraction start date/time: 21/7/2568 4:38:36(UTC+0)
Social Media (181) Extraction ID: e1cae3c7-361b-4edb-9d50-0a4...
Storage & Vaults (472) Extraction decoding version: 15.0.0.2527
System & Logs (14419) Extraction end date/time: 21/7/2568 8:25:14(UTC+0)
User Accounts & Details (2459) Extraction (UFD) file data integr... Intact
Selected manufacturer: OPPO
Data files
Preserved Extraction: False
All Files (10253) Machine name: CIFS
Applications (4) Internal version: 10.6.0.377
Archives (6) Connection type: Cable No. Original cable
Configurations (6) Selected device name: OPPO Reno10 5G
Documents (654) Unit identifier: 1640881852
Text (453) Decoding start date/time: 21/7/2568 15:43:19
Extraction type: File System [ Android ADB ]

Uncategorized (9130)
UFED version: 10.6.0.377




Apple iPhone 15 Pro

Marketing Model: iPhone 15 Pro
OS: 18.4.1
Model: D83AP

Ids:
35260348368%1138
3526034835571505

IMSI: 5200440097282%9

Phone Number: 668-

Device Name:

Apple ID: _

Locale Language: en_TH
Vendor: Apple
Chipset: A1?
Encryption Type: FBE
Device State: AFU
Live Encryption State: Hot

Bluetooth Name: (QEEEENNNNNS,

P —




Apple iPhone 15 Pro @

Logical (Partial) Advanced Logical Camera Screenshot

Please Wait...

’ Connecting

Source Instructions

Attention

Device: (D

ey
i0S: D
Backup: Encrypted

Unlock the mobile device. When the trust message appears, choose Trust.

Devices with iOS 11 or later may require you to enter the password to
continue collecting data.




Apple iPhone 15 Pro

2 Locked

iI0S AFU Access method 4
Device status
Apple iPhone 15 Pro A7
18.4.1 = ree
Extraction path

¥ Available disk space: 224 83 GB free of 47567 GB

B Progress console

29/7/2025 13:26 - Stage 7: Finished

- N\ ]/ A~

[ M Notify Me ]

N

gom—
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Apple iPhone 15 Pro

I0S > Locked

i0S CLB mode

Device status
Apple iPhone 15 Pro

18.4.1 -

Extraction path
¥ Available disk space: 224.83 GB free of 475.67 GB

B Progress console

29/7/2025 13:27 - Reading Phone Info

_— N\ /

A17

FBE

/\

B Notify Me

W |




Apple iPhone 15 Pro

of
163.51 GB

of
163.51 GB

Processed
99000 files...

" 4

Extraction completed
successfully

Speed: 32.2 MB/s Speed: 34.8 MB/s

Time remaining: 01:03:40 Time remaining: 00:40:32
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Apple iPhone 15 Pro

Analyzed Data

a2 Application (420)

) B Calendar (65)

sl | B

L Glls (488)
» O Contacts (1413)
» U0 Devices & Networks (717)

Q Location Related (4012)
Manual Data Collection (¥6553)
Manual Evidence
Media (25035)

Memos (72)

Messages (1534)

2 @8 @ 0 » b

Search & Web (5589)

#3

System & Logs (36)

e

User Accounts & Details (498)

Data files

Applications (4733)

Archives (716)

Conligurations (86)

e & = 22

Databases (1400)

Documents (29)

L

Shortcuts (25)

Text (6835)

https://cellebrite.com/en/resources/guides

Device identifiers

Marketing Model: iPhone 15 Pro
0S: 18.4.1
Model: D83AP

Ids

« 352603483687138
« 352603483557505

ms1: ST

Device Name:

apple 0: (D
Locale Language: en_TH

Vendor: Apple

Chipset: A1/

Encryption Type: FBE

Device State: AFU

Live Encryption State: Hot

Bluetooth Name: (D

Device user

Accounts

Usage details
Installed Apps

Date/Time: 2025-06-20 03:15:48.687039
Timezone: Asia/Bangkok (Asia/Bangkok)
Last Reboot Time: 2025-06-19 02:57:09

P —




This place looks awesome!
Where is this?

LooKs like heaven!

Wonderful place. Lovely'




