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\/ _  What is Digital Forensics?
- [Cybercrime. F

- also called computer crime
- the use of a computer as an instrument to further illegal ends
- such as committing fraud, stealing identities,
trafficking in child pornography and intellectual property,
or violating privacy.

Top 5 cyber crimes?
5 top cybercri \‘ »
Phishing Scams.
site Spoofing.
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Business process to tracking
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Issuing Counterfeit Cheque

S 3

A fake cheque having inordinate amounts can be issued to y —— il R 663167 _| \ |
gullible participants in a number of frauds such as lottery N h & mmm'

—

scams, cheque over-payment schemes, internet auctions,
and other similar scams.

¥ e

Criminals can also steal a cheque, endorse it and present it
for payment at a retail location or at the bank teller
window using bogus personal identification.
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Triangulation/Site cloning

* Customers enter thelr card detalls on fraudulent shopping sites. These
details are then misused.

Hacking

* Unauthorized access to the card management platform of banking system.
* Counterfeit cards are then issued for the purpose of money laundering.

—

Lost / Stolen Card

* It refers to the use of a card lost by a legitimate account holder for
unauthorized purposes.
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Identlty Theft

44444

Fraudsters can steal your identity by deploying hostile
software programs or conducting malware attacks,
phishing, SMS-ishing and whaling apart from
4§ ~ stealing confidential data.
For example, you might receive an unauthorized email in

your inbox, asking for your account details, under the
pretext of updating bank records.
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URL, IP address, domain, or file hash Q D s [J & signin w
@ 15 security vendors and no sandboxes flagged this file as malicious (¥ Reanalyze = Similar ¥ More ~
15 )
W 5ae4f9daeb31c691c03a781dceeb6d390b7280ab6eadbca?70cf1487536e0a46 Size Last Analysis Date 'ﬁl
29acb406066014539abcb9fati2fbces.virus 18.73 MB 5 hours ago APK

android  apk  contains-elf

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Popular threat label (D trojan.fakeapp/flpv Threat categories trojan  banker Family labels fakeapp  flpv  golddig

Security vendors' analysis () Do you want to automate checks?
AhnLab-V3 @ Trojan/Android.Banker.1208907 Avast-Mobile @ Android:Evo-gen [Trj]

Avira (no cloud) @ ANDROID/Golddig.FLPV.Gen BitDefenderFalx @ Android.Trojan.SpyAgent.HM

Cynet @ Malicious (score: 99) ESET-NOD32 @ A Variant Of Android/Packed.Jiagu.K Pot...

F-Secure @ Malware. ANDROID/Golddig.FLPV.Gen Fortinet @ Riskware/Jiagu!Android

Google (D Detected Ikarus (D Trojan-Spy.AndroidOS.Banker

K7GW @ Trojan (005a905d1) Kaspersky @ HEUR:Trojan-Spy.AndroidOS.FakeApp.u

Symantec Mobile Insight @ AdLibrary:Generisk Trustlook @ Android.Malware.General (score:7)

ZoneAlarm by Check Point @ HEUR:Trojan-Spy.AndroidOS.FakeApp.u Acronis (Static ML) @ Undetected

Ali AlYac () 1i
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Permissions

Aandroid.permission. CHANGE NETWORK STATE
Aandroid.permission.DISABLE KEYGUARD

A android.permission. INTERNET

A android.permission. ACCESS FINE LOCATION
Aandroid.permission. SEND SMS

A android.permission WAKE LOCK
Aandroid.permission WRITE EXTERNAL STORAGE
2 android.permission.RECORD AUDIO

& android.permission WRITE SETTINGS
Aandroid.permission.READ PHONE STATE

Activities
com.xingchat.android.activity.SplashActivity
cn.hx.plugin.uipweemaO.KeyuhaOActivity
cn.hx.plugin.uipweema0.Sbhsmb1Activity
cn.hx.plugin.uipwecemaO. Pirykc2Activity
cn.hx.plugin.uikezaabl.XjhchaOActivity
cn.hx.plugin.uikezaed!.Oldkbb1Activity
cn.hx.pluginuikezaedl Yuzrhc2Activity
cn.hx.plugin.uiftwmnc2.CioopaOActivity
cn.hx.plugin.uiftwmne2 MolvxblActivity
cnhx.ploginuiftwmnc2 ZafflicZActivity

MITRE ATT&CK Tactics and Techniques

- Defense Evasion 1A0030

@ Obfuscated Files or Information 11406
Obfuscates method names

- Discovery I1ADO32

@ Location Tracking 11430
Has permission to guery the current location

- |mpact 1ADO32

@ Carrier Billing Fraud 11448
Has permission to send SMS in the background

- Collection 1A003s

@ Audio Capture 711429
Has permission to record audio in the background

@ Location Tracking 11430
Has parmission to query the current location

- Network Effects 1a0038

@ Exploit SS7 to Redirect Phone Calls/SMS 11449
Has permission to send SMS in the background
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z] VirusTotal - URL - a05659d10d682 X { Vvirustotal - Google Search

> C 25 virustotal.com/gui/url/a05659d10d68a2a48f6f5f0faadcacc5e85e23ac2feOe43b4afe286acfe354c5
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http://pea.id-th.cc/

A |
w http://pea.id-th.cc/
pea.id-th.cc

text/html

Community Score

DETECTION DETAILS LINKS COMMUNITY

@ 10 security vendors flagged this URL as malicious

Did you intend to search across the file corpus instead? Click here

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Security vendors' analysis (D

alphaMountain.ai (D Phishing
BitDefender @ Malware
Forcepoint ThreatSeeker @ Phishing
G-Data @ Malware
SOCRadar (D Phishing
Abusix @ Clean
ADMINUSLabs () Clean
AlienVault () Clean
Artists Against 419 @ Clean

Avira

CyRadar

Fortinet

Lionic

Sophos

Acronis

AlLabs (MONITORAPP)

Antiy-AVL

benkow.cc

MRCEECERCRICEES AR AR SIS RS

Cax 0O a :

Q 28 O ¢
(¥ Reanalyze Q Search i Graph 4f API

Status Last Analysis Date C?\
200 2 months ago é)

Do you want to automate checks?

Phishing

Malicious

Malware

Malware

Malware

Clean

Clean

Clean

Clean

3 All Bookmarks
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